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Introductions and
Background
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You can just interact much more
naturally, it's so much nicer! And it's
a lot more motiveting!

Heh, it's so nice to be at
a real conference!

-’ Ye.ah1 it's so great to ses the '

uie. community again!

Aind vwou learn so much faster!
| am scoo done with these fake
100%: online conrterences...

eah, it's definitely better tb
see each other in real life! A8

That's not
the same thing

S0, 4ou guus want to come back
full time in the office from Mondau?
_No more working from home?

Commafsmp com
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2 VIRGINIA
Today’s Team EENRESRT

Greg Booth Kevin McLees Richard White
VITA Security Service Owner Atos Account Executive VITA Director of Security
Products and Services
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. . = VIRGINIA
Atos: MSS for VITA and a Leader in Cybersecurity ZZ IT AGENCY
#1 Managed Security Services Vendor in Europe and # 5 Globally by Gartner
6,500+ 31 billion 17
security security events Security
professionals processed per day Operations Centers
15 million 3.2 million 300 million 30+ million
vulnerability scans endpoints citizens network equipment
test cases secured by Atos covered by our solutions and secure mobile phones
- IDhomic
Alsaac Evidian . Trustway
Patented Al Identity and access Crypt(?y's'on Data protection at
platform management Trusted identities for people rest and in motion

and devices

*
Gartner =IDC 1SG § NelsonHall /Rerest Group”  INISINE

9 From insight to actfon.

Top1 LEADER LEADER LEADER LEADER LEADER
Managed Security MDR MEA 2024 IAM, MSS, TSS, Cyber Resiliency Cybersecurity Cybersecurity
Services SSS and DFIR Services Services PEAK Services
European Vendor Major Player France Global Matrix Europe Global
(based on 2023 MDR Worldwide 2024 Germany 2024 2024 2024
revenues) Switzerland
Major Player UK Major Contender
Cybersecurity Consulting Worldwide 2024 Us Cybersecurity
2024 Services PEAK
Major Player Matrix North
Worldwide Cloud Security Services in the Al Era America

ot 2o AtOS
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End to End Cybersecurity Solutions

Empowering Resilience and innovation

ybersecurity Services Detailed Offering

o Identity & A i Proactive Th
Strategic guidance for dentity & Access resilience 360° OT resilience roactive Threat Future-proof Security

resilience & compliance @scale Defense & Response

@ Advisory @ Security Testing @ @ @ TDIR/ MDR @ m

Cyber Assurance Hybrid Cloud resilience @scale

Cybersecurity Investments - . Cloud Service Provider Security (AWS, OT Advisory (Policy Creation, Vuln. Scan, |
QU AT Vulnerability Management Services Msft, GCP) Federated Id. / SSO ‘Archi, Risk Ass.) MDR powered by Alsaac Post Quantum Cryptography (MVP)
. . . Multi-Cloud Protection Platforms Identity Governance & . . . . . .
| Security Strategy & Planning | Secured Code Review (SAST) (CNAPP, SASE) Administration OT security testing MDR by Chronicle Privacy Enhancing computation Tools
| Security Archi. & Design | I piamiEe et Smeriay —  Network& V\_Iorkplace PAM 10T Cloud Security Platform SOC powered by Microsoft SecOps GenAl Security
Assessment Security
Governance, Risk and Compliance Specialized Testing (includes SAP) | Firewall Services | PKI & CLM Network Security for OT/ loT Managed E;:::;:z:etectlon & | Digital Sovereignty
| Ent. Security Dashboard | Red & Purple Teaming Service | DDoS Mitigation | DevOps Secret Mgt. S5Guard MDR for OT
Third Party Risk Assessment Penetration Testing Secure Mail Gateway Secure Cloud Access (CIEM) Network Traffic Analysis MDR for Healthcare
Certifications Services (BB, Application Security Testing (DAST) | Secure Web Gateway | Network Trusted Identity MDR for Automotive
PIMS-ISO 27701, PCI-PSS Audit)
Data Classification Cloud Security Testing | Intrusion Prevention Service | OT PAM Cyber Threat Hunting
Data Protection OT Security Testing | Data Loss Prevention | OT Endpoint Defense DFIR Services
Domain Advisory (Cloud, IAM, Data)  Secure Network Architecture Review Endpoint Protection-aaS Railway Security Crisis management
Security Rating Services | Managed Endp(_)lnt Fstypsion | Tabletop Exercise Service
Services
Compromise Assessment Service Mobile Threat Defense Digital Risk Protection Services

Sovereign Cloud/ Cloud Encryption

. External Attack Surface Management
Services

Social Engineering

| Threat Intelligence |

Included in VITA MSS | Compromise Assessment |
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Atos Next Gen SOC/MDR Service =

From Threats to Resilience—Security Without Silos

PREVENT DETECT RESPOND IMPROVE
] O@O
2! CS b

Vulnerability Management & Threat Monitoring (Detection Incident Analysis (Automated SOC Maturity Assessment
Remediation Rules, Signatures) triage, Playbooks) Red Team /Purple Team Exercises
Exposure Management Threat Hunting (Al & Hypothesis Automated & guided threat Tabletop Exercises
& Remediation driven) containment Compromise Assessment
Policy Management Threat Intelligence (TI feeds, threat Customized playbooks Breach & attack simulation (BAS)
& Remediation & vulnerability advisories) Guided Remediation (Unlimited Singular Risk View
Digital Risk Protection UEBA remediation support)

DFIR

20+ years of Adaptive and Platform-Agnostic & Modular

. . 6500+ S it t 17 SOC
Autonomous SOC experience MDR Solution ecurity experts 3
Alsaac splunk>enterprise
Microsoft N gothers

Sentinel Google SecOps CROWDSTRIKE
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Platform-Agnostic & Modular MDR Solution Models

Detect Respond Client Portal

Model 1: MDR with Alsaac

"Our MDR adapts to
customer needs—fully
deploy our platform,
enhance existing SIEM,

Model 2: MDR with 3™ party technology and Alsaac as client portal

XDR, EDR, and SOAR, or

Model 3: MDR with 3™ party technology and Alsaac as automation layer and client portal 5 .
Party i " Y P deliver end-to-end security

EEEEE e e stments T

existing platforms"

Model 4: MDR fully delivered through 3" party technology

- Alsaac - 3rd party Technology
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H deliver MDR/Next Gen SOC rYPE 1
OW we deliver ex en TYPE Il
® o CERTIFIED
‘?g' Threat research, threat & -
: vulnerability advisory
Service
Endpoints : )
points b - Threat Intel Incident
Analysis Analysis
A Engine (¥ Enaine 24
Identity G060 ‘E‘Ser\rice Get Early- : "g‘ Service
o SIEM Alerts Critical Issues Playbooks
Network E s E SRR EEEEEEE Detect D Investigate
ole . Security Monitor, Hunt, ECEEEEETELEL Asset Impact,
@g® Service < A i Validateand (ARSI, /| Responder Blast Radius,
Cloud O Export 0 PP Frioritize threats. (NN Patient Zero,
> i . igati
Onboarding = UEBA Compllance Investigation Att_acker
R = Reporting Workbench attributes
Applications @ T T = e Compliances Compliance
Databases @ L y :
O\ :IIIIIIIlllllllllIIIIIIIIIIIIIIllEIIIIIIIIIIIIIIIIIIIIIIIIIII E
OT/loT § % v v
Get incident
- Act on —— Case Auto-containment ernils
Vulnerability Management Engine
Guided Remediation ..?.T.. Execute containment .?.T.Q
Legend Remediationsteps, 0S4 iles Gg®
ticket management  FYNav 1o Service

Technology modules

. Service

. Customer outcomes
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Singular Risk visualizations and

customizations (Dashboards,
Reporting)

Global and local governance

Continuous improvement with expert teams: content
engineering, content enrichment, model creation,

models . .
playbooks, research, forensics, threat hunting...

ATOS



Background ZZ IT AGENCY
Evolution of the SIEM at VITA

I McAfee

2018 — Atos starts as VITA’s Managed Security
Services Provider

2022 — Atos converted VITA’s SIEM to Alsaac and our

Managed Detection and Response Service

2020 — Atos acquisition of Paladion and it’s state-of-
the-art Alsaac artificial intelligence (Al) platform for
cyber analytics and hybrid SecOps
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Splunk Added Late 2023 for Logging ZZ IT AGENCY

Splunk and Alsaac working independently

Game Statistics

* Application logs are directed to Splunk for centralized log

management. 22482 101

* Splunk enables application monitoring and troubleshooting o - N '
capabilities. : —— =

* Security events are forwarded to Alsaac for advanced C , i
detection and response. ; " & e om0

152 100.0K 2250K ol 3 :\ o= O
e Alsaac focuses on real-time threat detection and incident ' i ==
response.
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Project Overview




Project Goal ZZ IT AGENCY

The objective of this project is to
migrate all Atos Alssac data feeds

and SOC support

to VITA’s Splunk, ensuring a smooth
transition from one system to
another.

ATOS
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Migrating Alsaac to Splunk

Centralized Logging

Enhanced SIEM Capabilities

Scalable Infrastructure

Alsaac and Splunk into

We're consolidating
one platform. C

So Splunk is\
now the SIEM?j

It leveled up from
“log reader” to
“threat slayer.”
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Expertise and Experience

Atos with NuHarbor — supporting the Commonwealth

Splunk consolidation

* Global reach, U.S. focus

* 6+ years supporting VITA & Executive Branch agencies

* Extensive experience supporting multiple commercial,

state, & local clients

m SAN JOSE

OREGON WATER
LOTTERY.
Together, we do good things.

& OKCPS

STATE OF CAUFDRMIA

[ FLORIDA'S |
TURNPIKE

State of California

Employment
Development
Department

Edabe of Califurnia
Franchise Tax Board

W California Deoartment af
B Commainity Servces and Developmsnt

TenNCARE
GO =i,

N OFFICEOF
INE@RMARGON
E@EE NG '® GY

 CALIFORNIA

Sl4 FES(IS0ES BOrARD

{1 Czlifarnia Copatment of

"' State Hospitals

-%

Colorado Springs Utilities

11’3 heay we'ne &l canenen
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Project Progress
Activities completed to data

‘May:

Servers Built

‘March:
Kickoff
a1
2025:
Pre-
Project
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June: ePO,
Prisma,
Isilon Logs
via API

‘July: IP

Forking
Syslogs

AtOS



Current Status ZZ 1T
As of 8/11/2025

Overall progress: 73% complete

Syslog/IP forking: Complete; dual-forwarding achieved.

* Server agent deployment: 73% complete
(excepting Agency Splunk coverage)

Recent technical issues:
* - Duplicate firewall events causing inflated ingest.

* -Ingestion latency; indexer expansion
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Remaining High Level Plan A
The last 20%...

August: Completion
of Data Ingestion*

September: Dual SOC
Operation, Use Case
mpletion

October: SOC Operating on
Splunk

November: Complete
shutdown of Alsaac

*Except Agency Splunk coverage TBD
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Migration Approach




Alsaac Architecture ZZ IT AGENCY
Security Information and Event forwarding and storage

| 24x7 SOC
e °

_ N
. @‘ AAA
Infrastructure Acent
[D]- Security ﬁ- gen

Information and API
Events Syslog

T o
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Alsaac and Splunk Architecture A
Allow dual operations of both SIEMs during effort

H- API

Infrastructure Asent

ﬁ Security o Bent |3
Information and - API
Events Syslog
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Splunk Architecture ZZ IT AGENCY

Security Information and Event forwarding and Storage to Splunk only

24x7 SOC
4 )
o
~
000
A

API

Infrastructure
Security

Information and
Events

I_il
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Desired Outcomes




OK, so this is the scope of your

: 14 , And this, here, this is the feature
,_Project, as we defined it at the start

that you're asking for. Do You see
thot it's not within the initial scope?

Do you see?
[t's a fixed size

INITIAL
SCOPE

Unfortunately that's how it is,
We'd be happy to send you a ||
guocte for the additional work

= |

A, but see! Now it's
in the initial scope

Anything that isn't
in the initial scope
nas to be paid for

oW, CON You
deliver it todav?

CommitStrig.com
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Completion Criteria

How we know we are finished

26

Suppliers have completed all related activities and tasks associated with Suppliers’ proposed scope of
has notified that the proposed Project can be closed out.

Deployment of UBA and SOAR Configuration of ES, UBA, and SOAR Integration of data sources using Splun
Forwarder (UF) or other methods. Data normalization and enrichment. Development of search queries for sp
cases (e.g., anomaly detection, threat hunting). Creation of dashboards and reports for visualization and reporti
Configuration of alerts based on predefined criteria. Integration with incident response tools (e.g., ticketing systems,
SOAR platforms). Development of automated response actions for common threats. Should be modeled after MITRE
ATT&CK Adherence to relevant compliance frameworks (e.g., PCI DSS, HIPAA, GDPR). Generation of compliance reports
as required. The documentation of SMM manuals, administrative guides, and knowledge base articles.

VITA Splunk is receiving / accepting format from Vanguard.

Events from all devices reporting to Alssac are also received in Splunk.

Feed to Alssac is closed.

Testing completed to verify VITA Splunk is receiving/accepting format and feed to Alssac is closed.

Existing sources are configured to forward logs to VITA Splunk, search queries, dashboards, and reports for real-time
monitoring, threat hunting, and incident investigation are developed and deployed. Other alerts, playbooks, and
integration with incident response tools for automated actions are completed.
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installed a tning so we can
see what our visitors are doing
in real-time on our site,

! And there are some
L\ really weird sessions...

Or maube they're
truing to scrope the site
_to steal our data? 4

Maube, ..
® [ I'll maention itto
- the CTO! g

t seems to be like some kind of bot
that clicks on everything without any
logic. As if thewre scanning the site...

Oh weah, it locks like a bot

truing to find vulnerabilities
in the CMS...

S

either..,

" Grrr... it's impossible
to understand ANYTHING
\on this damned website!!

CommitStrip.com
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= RGINIA
Security Monitoring Service Details e

Health Check Consistent Tuning Daily Environment Rapid Investigation &
Reviews Remediation Strategies
* Assessment of desired security * Security reviews for * Daily expert review of the Splunk * Contextual expert analysis of
outcomes, gaps, & optimal data improvement of alerts, environment, including anomalies threats for proactive protection
ingestion strategy workbooks, & playbooks « Filtering of false positives, & effective remediation support
* Actionable recommendations within * A cycle that ensures security identification of possible threats, * Management of
Splunk alerts & incidents become & escalations of valid incidents threats/vulnerabilities that go
continually more efficiently beyond alerts not prioritized by
manageable Splunk
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RGINIA
Continual Improvement — Security Monitoring > IT AGENCY

Runbook / Use case maintenance

Change in Business Environment

Change in Compliance Directives

Change in Business Process

New Business Initiative, Process, Technology
Change in Third Party Vendor, Partner

Threat Intelligence Inputs

Threat & Vulnerability Advisories
Breaches & Hacks
IOC Feeds

Periodic Reviews

Change in User information

List of Top Management, Resigned Staff
etc.

Administrator, Roles etc. MDR Customer Community

New Use cases developed
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doing! Let's
rethink EVERY THING

Stop what you're]
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For more questions, please contact:
Kevin McLees, Atos Account Executive

(804) 301-1430

Atos Group is deploying safe and responsible Al solutions (internal and/or 3rd party based) for the internal use by its employees, collaborators

and advisors when developing and delivering products and/or services to its customers as well as when and offering Al based solutions. A specific policy has been
deployed across all the Group employees to ensure the protection of the confidentiality and the security of own data and our customers’ data through the use of
solutions vetted by our legal, security and data protection teams.

Additionally, the Group offers professional services that can help companies to understand requirements, to anticipate legislations applicable to Al, and to be better
prepared to achieve compliance with those Al regulations as they are adopted.

Atos is a registered trademark of Atos SE. © 2024 Atos. Confidential information owned by Atos, to be used by the recipient only.
This document, or any part of it, may not be reproduced, copied, circulated and/or distributed nor quoted without prior written approval from Atos.




